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STORAGE AREA NETWORK MANAGEMENT AND CONFIGURATION 
METHOD AND APPARATUS VIA ENABLING IN-BAND 
COMMUNICATIONS 



Field of the Invention 

5 The present invention relates generally to the data processing field, 

and more particularly, relates to a storage area network (SAN) management 
and configuration method and apparatus via enabling in-band 
communications. 

Description of the Related Art 

10 Some known storage area network arrangements, for example, in a 

serial storage architecture (SSA), device driver writers and host based 
adapter (HBA) vendors provide a complex set of micro code calls. A 
management program would then interrogate the HBA, using micro code 
calls specific to the particular HBA vendor and model, then interpret the 

1 5 results in a way that is specific to that particular HBA vendor and model. 

One problem with this arrangement is that an in-depth understanding 
is needed for every HBA model of every vendor, which in the case of Fibre 
Channel, is impractical. There are too many vendors and too many models 
to implement this approach. 

20 Another problem is that certain HBA models from certain vendors 

simply cannot support the necessary micro code calls to enable the devices 
to be managed, and thus prohibiting a SAN management program from 
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working with these devices. 



A need exists for a mechanism for communicating with devices in- 
band or over the fibre cable, allowing maximized flexibility, in a vendor and 
device independent manner. 

5 Summary of the Invention 

A principal object of the present invention is to provide a storage area 
network (SAN) management and configuration method and apparatus via 
enabling in-band communications. Other important objects of the present 
invention are to provide such storage area network (SAN) management and 
10 configuration method and apparatus via enabling in-band communications 
substantially without negative effect and that overcome many of the 
disadvantages of prior art arrangements. 

In brief, a method and apparatus are provided to enable in-band 
communications for storage area network (SAN) management and 

15 configuration. In the storage area network (SAN) management and 
configuration method, a SAN management application is utilized for 
communicating with a device driver. A pass through is provided by the 
device driver through a host bus adapter (HBA), for passing communications 
to a device in the storage area network from the SAN management 

20 application. 

The apparatus for enabling in-band communications includes a 
storage area network (SAN) management application for communicating 
with at least one SAN-connected host system. Each SAN-connected host 
system includes a management application agent for communicating with a 
25 host bus adapter (HBA) device driver. The HBA device driver is provided for 
communicating with a device in the storage area network. The HBA device 
driver includes at least one pass through service for passing a plurality of 
commands to the device in the storage area network. 

In accordance with features of the invention, the management 
30 application agent provides predefined, fibre channel standard, protocol 
functions for communicating with the device in the storage area network. 
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The predefined protocol functions include a common transport (CT) protocol 
function and an extended link service (ELS) protocol function. 



Brief Description of the Drawings 

The present invention together with the above and other objects and 
5 advantages may best be understood from the following detailed description 
of the preferred embodiments of the invention illustrated in the drawings, 
wherein: 

FIG. 1 is a block diagram representation illustrating a storage area 
network (SAN) system for implementing methods for enabling in-band 
10 communications in accordance with the preferred embodiment; 

FIG. 2 is a sequence diagram illustrating exemplary logical sequential 
commands for discover using common transport (CT) and an extended link 
service (ELS) pass-through services in accordance with the preferred 
embodiment; 

15 FIG. 3 is a diagram illustrating a storage area network (SAN), a fibre 

channel hierarchy and a management application agent together with the 
pass-through services in accordance with the preferred embodiment. 

Detailed Description of the Preferred Embodiments 

Having reference now to the drawings, in FIG. 1, there is shown a 
20 storage area network (SAN) system for implementing methods for enabling 
in-band communications in accordance with the preferred embodiment 
generally designated by the reference character 100. As shown in FIG. 1, 
SAN system 100 includes a SAN management application 102 coupled to a 
SAN connected host system 104 by a communications link 105. SAN 
25 connected host system 104 includes an operating system 106 and a 
management application agents 108 coupled to the SAN management 
application 102 and a host bus adapter (HBA) device driver 110. Typically 
SAN management application 102 is remotely coupled to multiple 
management application agents 108 on multiple SAN connected host 
30 systems 104. 
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HBA device driver 110 includes a common transport (CT) pass- 
through 112, an extended link service (ELS) pass-through 114 and a small 
computer system interface (SCSI) protocol driver 116. The CT pass-through 
112 and the ELS pass-through 114 are coupled to the management 
5 application agents 108 that provides the CT protocol and ELS protocol 

communications functions. The SCSI protocol driver 1 16 is coupled to the 
host operating system 108 for conventional flow control of data. HBA 
firmware 118 and HBA hardware120 is coupled between the HBA device 
driver 110 and a storage area network (SAN) 120. SAN 120 includes a fibre 

10 channel (FC) fabric and link services 122. The CT pass-through 112 and the 
ELS pass-through 114 are binary pass-throughs that each takes applied 
commands and passes the received commands to the SAN 120. CT 
operations from the management application agents 108 to the FC fabric 
and link services 122 are indicated by dotted lines. ELS operations from the 

15 management application agents 108 to the FC fabric and link services 122 
are indicated by dashed lines. A SCSI storage device 124 is shown 
associated with the SAN cloud 120. FC fabric and link services 122 include 
multiple switches and hubs for connection of a plurality of FC devices 126 
(one shown). FC fabric and link services 122 receive commands from the 

20 HBA firmware 1 18, 120 and sends data back via the HBA firmware 118, 120. 

In accordance with features of the preferred embodiment, SAN 
management application 102 prepares a variety of commands at different 
levels of fibre channel specification, for example, CT and ELS commands. 
The SAN connected host system 104 communicates with the management 
25 application agents 108 which communicates with the HBA device driver 110 
and HBA firmware 118, 120, which communicates with devices 126 in the 
SAN cloud 120. 

In accordance with features of the preferred embodiment, in the SAN 
connected host system 104, the HBA device driver 1 10 and HBA firmware 
30 1 1 8, 1 20 support the CT pass-through 1 1 2 and the ELS pass-through 1 1 4, 
such that a variety of commands, at different levels of the fibre channel 
specification, for example CT and ELS protocols, are prepared by the SAN 
management application agent 108, and passed via the HBA device driver 
110 including the CT pass-through 1 12 and the ELS pass-through 1 14 and 
35 HBA firmware 1 18, 120 to a designated device where the commands are 
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executed. As a result the problem of requiring micro code specific to 
multiple vendors is avoided. A reply can be generated on the device, and 
that reply returns to the SAN management program 102 via the same path of 
the commands. 



5 In accordance with features of the preferred embodiment, the SAN 

connected host system 104 including the HBA device driver 110 and HBA 
firmware 1 18, 120 supporting the CT pass-through 112 and the ELS pass- 
through 1 14 allow several kinds of commands to be issued. For example, 
the commands include topology analysis commands, such as what is 

10 connected to what, and in what zone, and the like. The commands include 
performance analysis commands, such as access frame counters, data 
volume and the like. The commands include attribute analysis commands, 
such as disk drive number of blocks in use or free. The commands include 
configuration commands, such as to bring disks on or off line, swap spare 

15 disks, archive data, move disks between SAN zones, and the like. 



Referring now to FIG. 2, there is shown a logical sequence diagram 
illustrating SAN discover using the CT pass-through 112 and the ELS pass- 
through 114 services. SAN management program 102 issues a discover 
command to management agents 108 indicated at a line labeled 

20 DISCOVER. Management agents 108 issues commands to the HBA device 
driver 110 indicated at lines labeled CT: GET INTERCONNECTS; CT: GET 
TOPOLOGY INFO; ELS: GET FC NODE INFO; SCSI INQUIRY; SCSI 
READCAPACITY; and SCSI GETLUNs (get logical unit numbers). Via pass- 
throughs 114, 116 commands are issued to the fabric and link services 122 

25 indicated at lines labeled (GET INTERCONNECTS); (GET TOPOLOGY 

INFO); the command (GET FC NODE INFO) is issued to the SCSI storage 
devices 124 and (GET FC NODE INFO) is issued to the FC device 126. 
SCSI commands are issued to the storage devices 124 indicated at lines 
labeled EXECUTE SCSI INQUIRY; EXECUTE SCSI READCAPACITY; and 

30 EXECUTE SCSI GETLUNs. 



Referring now to FIG. 3, there is shown the storage area network 
(SAN) 120 with FC devices 126, a fibre channel hierarchy 300 and the 
management application agent 108 together with the pass-through services 
112, 1 14 in accordance with the preferred embodiment. The fibre channel 
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hierarchy 300 includes from a lower layer to a top layer, a media 302 or wire 
or optical cable layer coupled to the SAN 120, a physical interface 304, a 
transmission protocol 306, the fabric and line services 122, common 
services 308, an upper level protocol (UPL) mapping 310, and the SCSI 
5 protocol driver 116. A standard HBA device driver interface 310 is coupled 
to the SCSI protocol driver 116. The management application agent 108 is 
coupled to the standard HBA device driver interface 310 and the pass- 
through services 1 12, 1 14. As shown in FIG. 3, the pass-through services 
112, 114 in accordance with the preferred embodiment allows bypassing of 
1 0 the standard HBA device driver interface 31 0 and the upper fibre channel 

layers including the SCSI protocol driver 1 16, the upper level protocol (UPL) 
mapping 310, and the common services 308. The pass-through services 
112, 114 passes commands received from the management application 
agent 108 directly to the fabric and link services 122. 

15 While the present invention has been described with reference to the 

details of the embodiments of the invention shown in the drawing, these 
details are not intended to limit the scope of the invention as claimed in the 
appended claims. 
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Claims 

What is claimed is: 



1 1 . A storage area network (SAN) management and configuration 

2 method via enabling in-band communications comprising the steps of: 

3 utilizing a SAN management application for communicating with a 

4 device driver, and 

5 providing a pass through by said device driver through a host bus 

6 adapter (HBA) for passing communications to a device in the storage area 

7 network from said SAN management application. 

1 2. A storage area network (SAN) management and configuration 

2 method as recited in claim 1 wherein the step of utilizing said SAN 

3 management application for communicating with a device driver includes the 

4 step of providing a management application agent coupled between said 

5 SAN management application and said device driver. 

1 3. A storage area network (SAN) management and configuration 

2 method as recited in claim 2 includes the step of utilizing said management 

3 application agent for providing predefined, fibre channel standard, protocol 

4 functions for communicating with said device in the storage area network. 

1 4. A storage area network (SAN) management and configuration 

2 method as recited in claim 3 wherein the step of providing predefined 

3 protocol functions for communicating with said device in the storage area 

4 network include the step of providing a common transport (CT) protocol 

5 function and an extended link service (ELS) protocol function. 

1 5. A storage area network (SAN) management and configuration 

2 method as recited in claim 4 wherein the step of providing a pass through by 

3 said device driver through a host bus adapter (HBA) includes the step of 

4 providing a common transport (CT) pass through and an extended link 

5 service (ELS) pass through by said device driver through said host bus 

6 adapter (HBA). 
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1 6. A storage area network (SAN) management and configuration 

2 method as recited in claim 1 wherein the step of providing said pass through 

3 by said device driver through a host bus adapter (HBA) for passing 

4 communications to a device in the storage area network from said SAN 

5 management application includes the step of providing said pass through for 

6 passing a plurality of commands. 

1 7. A storage area network (SAN) management and configuration 

2 method as recited in claim 6 includes the step of providing said pass through 

3 for passing at least one topology analysis command. 

1 8. A storage area network (SAN) management and configuration 

2 method as recited in claim 6 includes the step of providing said pass through 

3 for passing at least one performance analysis command. 

1 9. A storage area network (SAN) management and configuration 

2 method as recited in claim 6 includes the step of providing said pass through 

3 for passing at least one attribute analysis command. 

1 10. A storage area network (SAN) management and configuration 

2 method as recited in claim 6 includes the step of providing said pass through 

3 for passing at least one configuration command. 

1 11 . A storage area network (SAN) management and configuration 

2 apparatus via enabling in-band communications comprising: 

3 a storage area network (SAN) management application for 

4 communicating with at least one SAN-connected host system; 

5 said SAN-connected host system including a management application 

6 agent for communicating with a host bus adapter (HBA) device driver; 

7 said HBA device driver for communicating with a device in the storage 

8 area network; said HBA device driver including at least one pass through 

9 service for passing a plurality of commands to said device in the storage 
1 0 area network. 
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1 12. A storage area network (SAN) management and configuration 

2 apparatus via enabling in-band communications as recited in claim 1 1 

3 wherein SAN-connected host system includes a fibre channel hierarchy and 

4 a standard HBA device driver interface. 

1 13. A storage area network (SAN) management and configuration 

2 apparatus via enabling in-band communications as recited in claim 12 

3 wherein said at least one pass through service bypasses said standard HBA 

4 device driver interface and a plurality of upper layers of said fibre channel 

5 hierarchy. 

1 14. A storage area network (SAN) management and configuration 

2 apparatus via enabling in-band communications as recited in claim 1 3 

3 wherein said plurality of upper layers of said fibre channel hierarchy includes 

4 a small computer system interface (SCSI) protocol driver, an upper level 

5 protocol (UPL) mapping, and a common services layer. 

1 15. A storage area network (SAN) management and configuration 

2 apparatus via enabling in-band communications as recited in claim 1 1 

3 wherein said at least one pass through service for passing said plurality of 

4 commands to said device in the storage area network include at least one 

5 topology analysis command and at least one attribute analysis command. 

1 16. A storage area network (SAN) management and configuration 

2 apparatus via enabling in-band communications as recited in claim 16 further 

3 includes at least one performance analysis command and at least one 

4 configuration command. 

1 1 7. A storage area network (SAN) management and configuration 

2 apparatus via enabling in-band communications as recited in claim 1 1 

3 wherein said management application agent provides predefined protocol 

4 functions for communicating with said device in the storage area network; 

5 said predefined protocol functions including a common transport (CT) 

6 protocol function. 
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1 18. A storage area network (SAN) management and configuration 

2 apparatus via enabling in-band communications as recited in claim 1 1 

3 wherein said management application agent provides predefined protocol 

4 functions for communicating with said device in the storage area network; 

5 said predefined protocol functions including an extended link service (ELS) 

6 protocol function. 
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STORAGE AREA NETWORK MANAGEMENT AND CONFIGURATION 
METHOD AND APPARATUS VIA ENABLING IN-BAND 
COMMUNICATIONS 

Abstract of the Disclosure 

5 A storage area network (SAN) management and configuration method 

and apparatus are provided via enabling in-band communications. In the 
storage area network (SAN) management and configuration method, a SAN 
management application is utilized for communicating with a device driver. 
A pass through is provided by the device driver to a host bus adapter (HBA) 

10 for passing communications to a device in the storage area network from the 
SAN management application. The storage area network (SAN) 
management and configuration apparatus via enabling in-band 
communications includes a storage area network (SAN) management 
application for communicating with at least one SAN-connected host system. 

1 5 Each SAN-connected host system includes a management application agent 
for communicating with a host bus adapter (HBA) device driver. The HBA 
device driver is provided for communicating with a device in the storage area 
network. The HBA device driver includes at least one pass through service 
for passing a plurality of commands to the device in the storage area 

20 network. The management application agent provides predefined protocol 
functions for communicating with the device in the storage area network. 
The predefined protocol functions include a common transport (CT) protocol 
function and an extended link service (ELS) protocol function. 
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FIG. 3 
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